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g Manage VPN Server "vpnl.softether.co.jp”

Virtsal Hub Mame Status Type

'ﬂCHIMﬁTEEI’ Onlime Standalone
ﬂ moosta Cinline Standalone

@ Okkota Online Standalone
SoftEther Metwaork

MALC Tables

Standalomne
Standalaone
Standalomne

View Status Create a Virteal Hub

Management of Listeners: VWPM Server and Metwork Information and Settings:

Listener List {TCP/IP port:
Encryption and Metwork ’@. Clustering Configuration
Port Mumber Status Create

&k TCP 443 Listening | View Server Status 9 Clustering Status
iy TCP 992 Listening Delete

offs TCP 993 Listening g : & Show List of
About this VPN Server 2
iy TCP 1194 Listening Start TCFR/P Conmections

&% TCP 8888 Listening

Stop Beta Version (Pre-release) {@} Edit Config

I\ | Local Bridge Setting "%'1-*“"" Layer 3 Switch Setting E | IPsec / L2TP Setting | | OpenVPN / MS-55TP Setting

ﬁ Drynamic DMNS Setting VPM Azure Setting Refresh Exit

Current DDMS Hostname: vpnl.softether.net WPM Azure Hostname: vpnl.vpnazure.net







Worldwide Threat Prevalence - Today (UTC) Top Threat Destinations - Last 1 Week (Feb 19 2019 - Feb ...

f @ IPS | | @ Botnet i | @Applicaticni

Threat

r

1DDI.DL<83:Ok E-D:-Clk 4D:Dk 20:0\-( (IJ

@ - oM @ 5000k [ >1000k [0 »250k () <=250k

Top Applications - Last 1 Week (Feb 19 2019 - Feb 26 2019)

Application Category Risk Sessions( Blocked/®  Bytes(' Sent/m
Allowed) Received)

4 Proxy.HTTP Proxy 3.7 KB/598.0B

ﬂCit'ix Receiver Remote.Access High 1.3 MB/844.3 KB

BteamViewer Remote.Access High 173 8.1 MB/6.7 MB

dGaToMyPC Remote.Access High 5 860.0B/1.5KB

%RDP Remote Access High 2 4780B/2220B Loz finies:
@ScreenConnect Remote. Access High 1 ] 1.1KB/40KB

2 HTTPS.BROWSER Web.Client Medium 573616 NS 12.1 GB/49.4 GB i Kohg




Centraly manged Solution.
Provides full reporting and

= management for the entire
\F' i' Tq/ network.

AntiVirus Software

Antimalware Software




Current Status as of 2019-Mar-04 14:56
Product Enabled Status

438‘%
62'

DEMO INFO

-

Installation Status

0. 0%} —

Virus Definition Status

{0_0%]

100. 0%

& Mot Installed &

Installed

In Progress

— {100 o5

Mormal

|0r1c1 Enabled @ Enab e:' ® Failed ~
Status Count Signature Status Count
Mot Enabled 7 Mot Installed ] MNormal
Enabled =] Installed 9
Im Progress 4]
Failed * ]

Version Breakdown

Version
6.6 684

* Details of this status s shown in Failed Installation Details

elomw

Count

Devices With a Recent Scan

11. J.E.I -

38.95&'

|' Fecenthy Scanned & Mot ~rarn-="||

Scan Status
Recently Scanned

Count

Mot Scanmned

* Based on the Service Thresholds




Devices with AV Defender Enabled

Threat

Enabled Protactiomn Installation Thraats Last Succassful
Site Device Device Class Version Profile Modules Status Status Daﬂ:gg;g]nge Detected Scan Results
Aniatvace
. ti-Phishing ,
: Waorkstations :
DESKTOPP- Workstations - Behaviaral
AFADCLS Windows 5.5.6.84 Er‘lad'aLuelqtptops = Analysis . Mormal Installed 0 L1} Completed
Content Control
. Traffic Scan
Ao
. ti-Fhishimg ,
" Workstations i
Tim-PC Workstations - | g 5 584 and Laptops - | Behavioral Mormal Installed ] o Completed
Windows Diefault Analysis |
Content Control
. Traffic Scan
Anti-Malware |
Workstations Anti-Phishimg ,
HELP-DESK- Workstations - and Laptops - Behawvioral
™ Windaws 6.6 6 84 LOWY Analysis . Mormal Installed 0 1] Completed
RESOURCE Content Control
. Traffic Scan
Anidaners
. ti-Phishing ,
: Workstations ;
DESKTOP- Workstations - Behavioral
SAC2HI Windows 5.6.6.84 Er;d'ala?tptops - Analysis | Marmal Installed 0 L1} Completed
Content Control
. Traffic Scan
Anti-Malware |
Workstations Anti-Phishing ,
HelpDesik- Waorkstations - and Laptops - Behawvioral
JoshC Windows 5.5.6.84 LOWY Analysis . Mormal Installed 0 L1} Completed
RESOURCE Content Control

. Traffic Scan




Control log-in
information

&

Passwords composed of at least
8 characters, with a combination
of uppercase and lowercase
letters, and at least one number
and special character,



WELCOME TO SERVER MANAGER
E Active Directory Users and Computers | - | o |
File Action View Help

o HE B XE Q2 HE DaavTah

7 NTDS Quotas Company: |ABC
[ ] TPM Devices

] Active Directory Users and Com|| Mame Type Description
) ] Saved Queries .& Darshana Jayathilake User
=ooless -"' ﬁ abc.local %HG_Users Security Group...

B j Builtin 2, Lakmal Manaj. Abeywickrama User

i [ Computers 5 sampath layathilake User

- [2] Demain Contrellers

- | ForeignSecurityPrincipal:

4 [Z] Galle
b & Computers Published Certificates | Member Of | Password Replication | Dialin | Object

4 =] H_G Security I Environment I Sessions I Remote control
b 5] Computers Remote Desktop Services Profile |  COM= | Attribute Editor
(B Users General | Address | Account | Profle | Telephones | Organization

[ LostAndFound

[; g mz;?:;;d;;r:lce Aecour Job Tithe: IT Exzcutive

- [ System Department: ||T

- [ Users

[

[

Manager

Mame:




Policy

s Enforce password history

iy Maximum password age

2z Minimum password age

i Minimum password length

4 Password must meet complexaty requirements
iy Store passwords using reversible encryption

Policy Setting

12 passwords remembered
S0 days

1 days

7 characters

Enabled

Disabled

Password must meet complexty requirements

This security setting detemines whether passwords must meet
complexdty requirements.

f this policy is enabled. passwords must meet the following
miNnimum requirements:

Not contain the user’s account name or parts of the user’'s full
name that exceed two consecutive characters

Be at least six characters in length

Contain characters from three of the following four categories:
English uppercase characters (A through Z)

English lowercase characters (a through z)

Base 10 digits (0 through S)

Non-alphabetic characters {for example. ! § 2. %)
Complexdty requirements are enforced when passwords are
changed or created.




Use monitoring Centralized view of entire network.
Provides alerts and allows full
agents on

- management of all IT resources.
workstations \l/—l ‘i g L\|/ Provides centralized Reporting
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Tools

Mame

WKTOP-3F4DQL3

WKTOP-5ACZHI)

P-DESK-TV1

P-DESK-TV2

pDeskJoshC

PDESK2

'met - Backup

smet - Primary

b's PC

-DCo

»4FREE

ICE-HVO1

JERTA-WIN1O

-PC

3 Server

Metwork Address

desktop-3fddgl3

desktop-2acZh®j

help-desk-tv1

help-desk-tv2

helpdesknew

helpdesk2.ad . compsys.com

50,242.148.73

50,227.52.130

desktop-84jphpb

lab-dc01.lab.local

nasdfree

office-hv01

roberta-win10

tim-pc

172.31.0.18

Status

Device Class

Workstations - Windows

Workstations - Windows

Workstarions - Windows

Workstarions - Windows

Workstarions - Windows

Workstations - Windows

Cther

Other

Workstarions - Windows

Servers - Windows

Cther

Servers - Windows

Workstarions - Windows

Workstations - Windows

Other

Agent Version

12,01

12.0.1.

12.0.1.

12.0.1.

12.0.1.

12.0.1.

12.0.1.

12.0.1.

12.0.1.

12.0.1.

12.0.1.

ae3

Logged in User

DESKTOP-

DESKTOP-

HELP-DES

HELP-DES

HELPDESEK

HELPDES

COMPSYS

OFFICE-HY

ROBERTA-

TIM-PC\Til

DQL3vuser

ZH9)\Rick

T\User1

f2\User1

SHCJosh

wred

N

Compsys...

1\Raober...

ulove

Features

b ]
T
b ]
b ]
b ]
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b (]
b ]
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Update software
and operating
systems

Update your infrastructure
packages and operating
systems to improve not only
your security, but also your
system’s speed, reliability, and
efficiency.



‘-E {8} APPROVE/DECLINE PATCHES COMPSYS. B & & 2 7 -

e DEVICES e PATCHES 3 AFPROVALS 4 EULA 5 CONFIRMATION

Show Device Counts: + (7)

KB Number Patch Name Date ¥ Classification Severity Status Existing Devices Not Devices Approved  Devi App | Devices Declined Devices with Ne
Approval Approved for Install for Removal Approval
4422887 ?g;g}iﬁi;i;;i‘:;giﬁ E;ﬂ;gg;; 10Version 56100301 Updates Unspecified Installed  NoApproval 0 0 0 0 3
2267602 E;g;;:’é;f;:;:;’;ﬂg‘;;ﬁi :e”der ANGVICUS - 319.09.01 Definition Updates  Unspecified Needed  Approved for Install ] s a 0 0
2267602 E;g;g;g;f;;f:;ﬂﬂ'g‘;;‘;g ;E"der ANGVIfUS-  5019.03.01 Definition Updates Unspecified Needed  Approved for Install 0 7 0 0 0 E
2267602 E;j;;%;;f;:;:;:’;:f;;;‘:’;g ‘;E"der AndirUS " S01003.01 Defnitiontpdates  Unspecified Needed:  Appraved for Tnssal 0 1 0 0 0 %
&
2267602 E;;’;;%E; fg:;:j:::f;;gﬁ:sgggje"Ger ANGVINIS" 0190301 Definition Updates Unspecified Needed  Approved for Install 0 11 0 0 0
2267602 E;g;;%%;f;::i:i:’;n“fg‘;;gg:e”de' AnWINS = 51190301 Defirtion Updates. ‘Unspecfied Heeded.  Appraved fornstal 0 10 a 0 0
2267602 E;g;;g;f;;f:;zﬂ'g‘;:;: ;E"der ANVINUS . 5640 03,01’ Difidiian Updates ‘Unspecied Needed.  Approvedfor inscal 0 1 0 0 0
2267602 E;g;;gé’?;:;:;?;:f";‘;;‘:’:zg:e"der ANDVIfUS - 5019.03.01 Definiiion Updates  Unspecified Needed  Approved for Trstall 0 s 0 0 0
Firefox (x86} 65.0.2 2019-02-28 Third Party Unspecified MNeeded Mo Approval 0 o 0 0 338
4023057 ig;gifegpsti::: {ﬁéﬁzg;;g Version 1703for  010.02.28 Updates Unspecified Needed  NaApproval 0 0 0 0 7
4023057 igloi:j:ezii;::: {\':"3’:13‘;‘;;51; Version 170990r  510.0228  Updates Unspecified Needed  No Approval 0 0 0 0 2
4023057 igrb:igiiz::s {“:;:%"2‘;;;: Version 180310r  10.00:28  Updates Unspecified Nesded Mo Approval 0 o 0 0 577
4023057 ig;sziegpsiai:::’::élz‘;‘;;;g Versom I nininon Updss Unspecified Needed  No Approval 0 0 0 a 3
4023057 ig;i:je:ﬁ';::: {\':élcé‘;";;;; Version 160790f 50100228 Updates Unspecified Needed Mo Approval 0 0 0 0 88
2267602 E;;’_;;%z;f;:;:;?;"ﬂ‘;‘;;ﬁg:e'"'d” AMTVIfUS - 5019.02-28 Definition Updates Unspecified Needed  Appraved for Install 0 & 0 o 0
2267602 E;g;g;%g,f f;:;:i::n“fg‘;;ﬁg :E”der ANTVICUS - 5010.02.98 Definition Updates  Unspecified Needed  Approved for install 0 4 0 0 0
2267602 E;g;gg;gf;:;:i‘:;ﬁ“;‘gg;ﬁjge"der ANEMIUS " 010.00.28 Definition Updates Unspecified Needed  Approved for Instal ) & 0 0 0
2267602 E;g;g;%?}gf:;i;cgﬂi_';;:ﬁg:e"der ANGVIrUS - 5 019.02:28 Definition Updates: Urispecifisd  Needed,  Appraved fortriscal 0 & 0 0 0
Intet Corporation - Display - 11/18/2018 12:00:00 AM 2019-02-28  Drivers Unspecified Needed s Appseciail o 0 0 0 1

-25.20.100.6373 v
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RESETFILTER W CREATENEW FLTER

Filtering on: (Dashboard filter applied.)
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Control
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EN  ding 100 Liwle E BOEM-HVO!
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Datacenter

CustomT.. = E INKHVMO1
National - E NWC-BACKUPS
Retireme - tl'.' v E RSA-BackupCore

Van o = [ E VPILR-CORE

Toagent T WPE T HyperV T RapidRecole Veeam T Veeam T
Staws  3PAR- Replica Falled  Job
Remote Jobs Monitor
Copy
Status
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Membership of the Incident Response Team

Incident Response Team leader/coordinator
Privacy Officer

Legal

Risk Management

Others as appropriate

— Information security

— Law Enforcement

— HR, employee relations, patient relations
— Public relations / Marketing

— Qutside legal counsel




How do we respond to a cyber security incident?

2. EVALUATION & TRIAGE Recovery g-RI\I/ISAlgAGING THE SHORT TERM

Immediate Response Planning
Communications, PR, Crisis Management

Forensic Investigation
Containment
Legal Review
Recovery

1. DISCOVERY

Incident Response Team

Incident Analysis — Assess the Impact
MINOR: Detect & Resolve
MAJOR: Escalate through
Incident Response Plan

Report Discovery

4. LONG TERM RESPONSE
MANAGEMENT

Long Term Recovery Planning:
Legal, Reputational, Media
Customer Communications
Recommend Improvements

0. PREVENTION




Thank You




