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Membership of the Incident Response Team
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• Incident Response Team leader/coordinator

• Privacy Officer

• Legal

• Risk Management

• Others as appropriate
– Information security
– Law Enforcement
– HR, employee relations, patient relations
– Public relations / Marketing
– Outside legal counsel



Simplified Incident Response Strategy

How do we respond to a cyber security incident?

1. DISCOVERY

0. PREVENTION

2. EVALUATION & TRIAGE 3. MANAGING THE SHORT TERM 
CRISIS

4. LONG TERM RESPONSE
MANAGEMENT

• Forensic Investigation
• Containment
• Legal Review
• Recovery

• Incident Response Team
• Incident Analysis – Assess the Impact

MINOR: Detect & Resolve
MAJOR: Escalate through 
Incident Response Plan

• Report Discovery

• Immediate Response Planning
• Communications, PR, Crisis Management

Recovery

• Long Term Recovery Planning: 
Legal, Reputational, Media

• Customer Communications
• Recommend Improvements




